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Yahoo Breach Deal's Failure Shows Vagueness
Doesn't Pay
By Allison Grande

Law360 (February 11, 2019, 11:41 PM EST) -- U.S. District Judge Lucy Koh's recent refusal to
approve a $50 million data breach deal between Yahoo and its users sends a clear message to both
sides of the bar that, even in instances where damages may be difficult to quantify, courts are
becoming increasingly hesitant to rubber-stamp agreements that are thin on details but rich in
attorneys' fees. 

  
The California federal judge sent Yahoo and a proposed class of consumers suing the company over a
trio of data breaches back to the drawing board late last month after she identified "several
bases" for rejecting their proposed $50 million settlement. These shortcomings included their failure
to adequately disclose the size of the settlement fund, the scope of nonmonetary relief, the size of
the class and their pursuit of a hefty $35 million attorneys' fees award, which Yahoo would pay out
separately from the funds it has set aside for consumers.  

  
Attorneys on both sides of the bar said Judge Koh's harsh assessment of the deal provided a
reminder of the growing scrutiny courts across the country are giving to data breach and privacy
settlements, and the importance of ensuring that the proposed relief for consumers is both clear and
proportional.

  
"We have long thought that many privacy settlements do not provide appropriate value to the class,"
said Jay Edelson, the founder of plaintiffs' firm Edelson PC. "With the court's rejection of final
approval in Neiman Marcus, and now in this Yahoo decision, courts are increasingly scrutinizing these
settlements. We think that this should serve as a clarion call to the plaintiffs' privacy bar."

  
Defense attorneys had similar takeaways from the rejection of the Yahoo deal, which was intended to
resolve both multidistrict litigation in California federal court and parallel state court proceedings over
three data breaches at Yahoo between 2013 and 2016. The rejection came on the heels of an Illinois
federal judge booting Neiman Marcus' $1.6 million data breach deal in September over concerns
about the scope of relief being provided to consumers. 

  
“Judge Koh's rebuke of the proposed settlement sends a stern message in data breach cases,” said
Craig A. Newman, a partner with Patterson Belknap Webb & Tyler LLP and chair of the firm's data
security practice. “Get yours facts right or suffer the consequences. And that's what happened here."

  
The decision is likely to reverberate throughout the class action bar, given that the judge's misgivings
with the deal centered on a lack of specificity that could doom a settlement of any type.

  
"What Judge Koh focused on was the vague notice to class members that impeded her ability to
make a decision on whether the settlement was reasonable, which is not so much a data breach
issue but more of a class action issue more generally," said Ken Dort, a partner at Drinker Biddle &
Reath LLP.

  
The shortcomings identified by Judge Koh also bring to the forefront the updated procedural guidance
for class action settlements that the Northern District of California released in November. The
guidance lays out an extensive list of details that parties seeking preliminary approval of deals must
publicly disclose, including how the claims that will be released by the settlement differ from the
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allegations laid out in the complaint, the average recovery per class member, the benefits that any
non-monetary relief will provide to consumers and information about how attorneys' fees were
calculated. 

  
"Given this kind of guidance, one might say that there were some rookie mistakes in this settlement
proposal," said Frances Floriano Goins, who co-chairs Ulmer & Berne LLP's cybersecurity and privacy
practice. 

  
But while Judge Koh's decision has broad applicability, the circumstances surrounding the deal and
the judge's assessment of it are also likely to prove instructive to counsel working on litigation over
the swell of headline-grabbing data breaches and privacy missteps, attorneys say.

  
Data breach litigation has exploded in recent years, with massive breaches at companies such as
Equifax, Target and Marriott fueling negligence, breach of contract and a range of other privacy and
statutory violation claims.  

  
The rise of these cases has spurred a circuit split over the question of whether plaintiffs that have
had their information exposed in a data breach but lack evidence that this data has actually been
misused have Article III standing to bring these suits. 

  
While early case law largely favored defendants by embracing the conclusion that plaintiffs must
show their data was misused to have standing, the Seventh Circuit began to turn that tide by ruling
in separate cases over data breaches at Neiman Marcus and P.F. Chang's that the exposure of
consumers' data was enough for standing. The Ninth, Sixth and D.C. circuits followed suit, and the
Supreme Court has been asked to tackle that divide several times, most recently in a pending
petition seeking review of the Ninth Circuit's March revival of data breach litigation against
Zappos.com.

  
"There are two strands of legal thought going on at the same time in these cases," Goins said. "One
is the ability to proceed with these class actions when there isn't evidence of actual identity theft,
which is becoming easier to do as standing requirements are being loosened somewhat, and the
other is how to settle these cases."

  
Once a case is past the standing hurdle, settlements often look more enticing as both sides face
enhanced risks and mounting costs in fighting over issues such as whether a class can be certified
and whether consumers' alleged damages can be linked to the breach at hand, or were caused by an
unrelated incident, Dort noted. 

  
"Almost always the wrongdoer is not in court to say what they did or how their conduct impacted this
or that group of people, which makes it hard to tie a given breach to a given person's problems,"
Dort said. "To be able to monetize the breach, it's not so much about actual financial harm that a
person incurred but rather the higher risk of identity theft or problems they may incur down the
road."

  
This wrinkle typically leads to deals in data breach and privacy disputes like the one rejected by
Judge Koh, where a settlement fund is established to pay for credit monitoring and certain agreed-
upon losses such as documented fraudulent charges and undocumented time spent replacing stolen
credentials and trying to prevent future harm. The company also separately agrees to data security
enhancements intended to provide non-monetary benefits to class members.

  
"As with all class actions, the parties just need to have a factual predicate for each underlying
number they come up with to show that it's fair and reasonable," Dort said. 

  
But according to Judge Koh, that's where Yahoo and the proposed consumer class fell short. 

  
While the parties agreed to establish a $50 million nonreversionary settlement fund for consumers
and provide at least two years of credit monitoring and identity theft protection services for all
settlement class members, Judge Koh took particular issue with the lack of details about how much
of the settlement fund would be spent on credit monitoring services or how much each consumer
stood to receive. She also criticized the methodology used to determine the size of the settlement
class and the parties' attempt to have claims that arose before the first documented breach in 2013
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to be covered by the deal. 
  

"My sense from reading her opinion — together with the U.S. Securities and Exchange Commission's
settlement [with Yahoo successor company Altaba Inc.] and recent derivative settlement with the
former directors and officers — is that there remains an information gap in this proposed settlement
and that she isn't willing to rubber-stamp a settlement of this magnitude without sufficient clarity
into precisely what happened, when it happened and who was affected," Newman said. 

  
Judge Koh also voiced concerns about the scope of the non-monetary portion of the deal, saying the
parties had failed to include specifics about how Yahoo intended to improve its data security
environment and whether it would need to expand its budget or staffing to achieve those results. 

  
That assessment harkened back to Judge Koh's March 2017 rejection of a $2.2 million settlement
Google struck with a proposed class of non-Gmail users over allegations that the tech giant
unlawfully scanned their emails, Goins noted.

  
In initially denying preliminary approval of that deal, Judge Koh found the parties' injunctive relief
terms to be "very vague" and unclear "at best" about what Google was doing with users' email and
what business changes would result from the deal. The judge ultimately signed off on a revamped
version of the deal later that year.

  
"These rulings show that if tech companies in particular are going to offer to make technical changes
as part of the settlement, they're going to have to spell out more carefully what these changes are,
how much money they're going to spend on them, how many new employees they'll need to hire and
what privacy concerns they're addressing," Goins said. 

  
Judge Koh's lengthy takedown of proposed attorneys' fees for class counsel should also serve as a
cautionary tale for the legal community, lawyers say. 

  
“Central to the concerns Judge Koh is raising is why it took 143 attorneys from 32 firms to file a
complaint, oppose a stay, oppose a demurrer and file a motion for class action certification, and how
that work could conceivably justify an award, on average, of over a million dollars for each of the
firms," said Phillips Nizer LLP technology practice group chair Thomas G. Jackson.

  
The judge compared the attorneys' fee request with what was sought in In re: High-Tech, a novel
and complex antitrust dispute in which class counsel from four law firms took 93 depositions, served
28 subpoenas to third parties, survived two motions to dismiss and five summary judgment bids,
litigated two rounds of class certification and reached a $415 million settlement on the eve of trial
while requesting just $18.2 million in fees — driving home the point that "just because there's a big
breach doesn't mean there's necessarily a need for big fees," Dort noted. 

  
Additionally, Judge Koh's opinion makes clear "that certain judges are paying closer attention to the
amount of fees plaintiffs' lawyers are seeking in these privacy and data security cases, particularly in
light of their disproportionality relative to the relief their clients receive," said Al Saikali, chair of the
data security and privacy group at Shook Hardy & Bacon LLP. "It will be interesting to see how this
develops in other cases.”

  
The outcome of Judge Koh's ruling "was not entirely unexpected, given the fact that the court in its
decision painted a picture of Yahoo as the poster child for bad behavior," Jackson noted. 

  
"It took particular pains to point out that Yahoo's estimate for settlement purposes of the number of
accounts affected was not accurate," Jackson said, "as well as other misdeeds, including Yahoo's
denial in public filings that it knew anything about unauthorized access to personal data, its
withholding of information and its delay, in some cases for a period of years, in notifying users of
something it had contemporaneous knowledge of, leaving them in the dark as far as any actions they
needed to take to protect themselves against the potential misuse of the compromised data."

  
On the penultimate page of her 25-page decision, Judge Koh called out "Yahoo's history of
nondisclosure and lack of transparency related to the data breaches," calling it "egregious" and
lamenting that "this pattern of lack of transparency" had continued in the proposed settlement
agreement and related filings. 
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"Judge Koh wasn't as a technical matter using a heightened standard to review the deal, but the
facts of the case seemed to clearly trouble her and caused her to take a magnifying glass to the
settlement that she might not otherwise have," said Brenda Sharton, chair of Goodwin Procter
LLP's privacy and cybersecurity practice.

  
The result is one that consumer advocates such as the Electronic Privacy Information Center have
been urging for years: for courts to more carefully scrutinize proposed class action settlements to
ensure they are fair, reasonable and adequate.

  
"Too often courts sign off on settlements that provide little, if any, actual benefit to class members,"
said Marc Rotenberg, president of the Electronic Privacy Information Center, or EPIC.

  
"Judge Koh was correct to reject the proposed Yahoo data breach settlement," Rotenberg added.
"There was too little in the deal for the class members and too much secrecy surrounding key
factors, such as the actual size of the settlement fund. The high percentage award to the attorneys
no doubt also set off alarm bells."

  
Judge Koh has given the parties until April 8 to submit a revised deal, according to court documents.
But attorneys anticipate the issues raised by the Yahoo deal will gain steam far beyond Judge Koh's
courtroom — particularly as the Supreme Court is set to issue a ruling in the coming months over
whether cy pres deals that provide millions to third-party charities and nothing to class members are
fair and whether the Google users who mounted the underlying privacy challenge had standing to
sue in the first place. 

  
"At the end of the day, what class action litigants need to do in general is give judges enough
information so that they're comfortable that the settlement is fundamentally fair, adequate and
reasonable for the class," Sharton said. 

  
The consumers are represented by John Yanchunis of Morgan & Morgan Complex Litigation Group,
Stuart A. Davidson of Robbins Geller Rudman & Dowd LLP, Gayle M. Blatt of Casey Gerry Schenk
Francavilla Blatt & Penfield LLP, Ariana J. Tadler of Milberg Tadler Phillips Grossman LLP, Karen
Hanson Riebel of Lockridge Grindal Nauen PLLP and Daniel S. Robinson of Robinson Calcagnie Inc.

  
Yahoo is represented by Ann Marie Mortimer, Jason J. Kim, Kirk A. Hornbeck, Samuel A. Danon and
John J. Delionado of Hunton Andrews Kurth LLP and Theodore J. Boutrous Jr., Joshua A. Jessen,
Michael Li-Ming Wong and Rachel S. Brass of Gibson Dunn & Crutcher LLP.

  
The case is In re: Yahoo Inc. Customer Data Security Breach Litigation, case number 5:16-md-
02752, in the U.S. District Court for the Northern District of California.

  
--Editing by Kelly Duncan and Michael Watanabe.
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