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I. APPLICABLE LAWS AND REGULATIONS 

A. CONSTITUTIONAL PROVISIONS 

The Ohio Constitution's Bill of Rights, Ohio Const. art. 1, state that all people have inalienable rights, 
among which are the right to acquire, possess, and protect property. Article 1 § 14 states that people 
have a right to be secure in their persons, houses, papers, and possessions against unreasonable 
searches and seizures and requires probable cause and particularity for warrants. Aside from these 
general provisions, our research has uncovered no data-specific privacy provisions in the Constitution.  

B. PERSONAL DATA PROTECTION PROVISIONS 

Two chapters of Title 13 in Ohio's Revised Code deal generally with privacy and data protection. 
Chapter 1347, entitled “Personal Information Systems,” addresses personal information held by state 
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and local agencies. Ohio Rev. Code § 1347.01 et seq. Relatedly, the Department of Administrative 
Services (DAS) has adopted rules on personal information systems (Ohio Admin. Code § 123-2-01 et 
seq.), as well as on access to confidential personal information (Ohio Admin. Code § 123-4-01 et 
seq.). DAS has also issued Policy Statement 100-11, “Policy of Protecting Privacy.”  

Chapter 1349, which houses Ohio's consumer protection laws, includes the state's breach notification 
provisions, which apply to private entities. See Ohio Rev. Code § 1349.19 - Ohio Rev. Code 
§ 1349.192.  

Additional Ohio laws, regulations, and guidance regarding data privacy are:  

• Ohio Rev. Code § 3798.03, regarding protected health information;  
• Ohio Admin. Code § 3701-83-11, regarding general medical records.  
• Ohio Admin. Code § 3901-1-02, regarding insurance information  
• Ohio Admin. Code § 1301-1-03, regarding personal information maintained by the Commerce 

Department; and  
• DAS Administrative Policies IT-13 and IT-14, which provide guidance to agencies as they take 

steps to protect sensitive data and information.  

1. Who is covered?  

Personal Information Systems. The provisions applicable to state and local agencies define 
“personal information” as “anything about a person,” Ohio Rev. Code §1347.01(E), without indicating 
whether the person must be an Ohio resident. However, the statute's breach disclosure provision 
specifically applies only to breaches reasonably believed to cause a material risk of identity theft or 
other fraud “to the person or property of a resident of this state.” Ohio Rev. Code §1347.12(A)(2)(a) 
(emphasis added). See also Ohio Rev. Code §1347.12(B)(1).  

Consumer Protection Provisions. The provisions applicable to private entities cover the personal 
information of an “individual,” which is defined as “a natural person.” Ohio Rev. Code § 1349.19(A)(5). 
However, as with the provisions applicable to state and local agencies, breach notification pertains 
only to a “resident of this state.” Ohio Rev. Code § 1349.19(A)(1).  

2. What is covered?  

Personal Information Systems. The provisions applicable to state and local agencies protect both 
“personal information” and “personal information systems.” Ohio Rev. Code § 1347.01 “  

• “Personal information” is defined as “any information that describes anything about a person, 
or that indicates actions done by or to a person, or that indicates that a person possesses 
certain personal characteristics, and that contains, and can be retrieved from a system by, a 
name, identifying number, symbol, or other identifier assigned to a person.” Ohio Rev. Code 
§ 1347.01(E)  

• A “system” is defined as “any collection or group of related records that are kept in an 
organized manner and that are maintained by a state or local agency, and from which 
personal information is retrieved by the name of the person or by some identifying number, 
symbol, or other identifier assigned to the person.” Ohio Rev. Code § 1347.01(F). The term 
also includes records that are manually stored and records that are stored using electronic 
data processing equipment. The term does not apply, however, to “collected archival records 
in the custody of or administered under the authority of the Ohio history connection, published 
directories, reference materials or newsletters, or routine information that is maintained for the 
purpose of internal office administration, the use of which would not adversely affect a 
person.” Ohio Rev. Code § 1347.01(F).  

The law also protects information maintained in systems that are interconnected (Ohio Rev. Code 
§ 1347.01(G)) or combined (Ohio Rev. Code § 1347.01(H)).  

Consumer Protection Provisions. The provisions applicable to private entities define “personal 
information” as an individual's first name or first initial and last name, in combination with any one or 
more of the following, when they “are not encrypted, redacted, or altered by any method or technology 
in such a manner that the data elements are unreadable”:  

• social security number;  
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• driver's license or state identification card number; or  
• account number or credit or debit card number in combination with any security code, access 

code, or password, etc. permitting access to the person's account.  

See Ohio Rev. Code § 1347.12(A)(6)(a).  

Personal information, however, does not include publicly available information that is “lawfully made 
available to the general public” from federal, state, or local government records, or from any of the 
following media that are widely distributed:  

• any news, editorial, or advertising statement published in any bona fide newspaper, journal, or 
magazine, or broadcast over radio or television;  

• any gathering or furnishing of information or news by any bona fide reporter, correspondent, or 
news bureau to news media described;  

• any publication designed for and distributed to members of any bona fide association or 
charitable or fraternal nonprofit corporation; or  

• any type of media similar in nature to those listed above.  

See Ohio Rev. Code § 1347.12(A)(6)(b).  

3. Who must comply?  

State and local agencies maintaining personal information systems must comply with Ohio Rev. Code 
§ 1347.01 et seq., whereas any “person”—which includes an individual, corporation, business trust, 
estate, trust, partnership, and association—must comply with the consumer protection statute, 
provided the business entity conducts business in Ohio. See Ohio Rev. Code § 1349.19(A)(6).  

C. DATA MANAGEMENT PROVISIONS  

1. Notice & Consent  

Whenever a state or local agency requests a person to supply personal information that will be placed 
in an interconnected or combined system (see Section I.B.2.), the agency shall provide the person 
with information relevant to the system, including the identity of the other agencies or organizations 
that have access to the information in the system (Ohio Rev. Code § 1347.071).  

Our research has not revealed that Ohio requires notice or consent of individuals to initially collect or 
store personal information. Notice to Ohio residents is required when personal information systems 
have been breached (see Section I.C.8.).  

2. Collection & Use  

Ohio requires that state and local agencies only use personal information in a personal information 
system in a manner that is consistent with the purposes of the system (Ohio Rev. Code § 1347.07).  

Ohio Rev. Code § 1347.05 also states that agencies that maintain personal information systems must 
collect, maintain, and use only personal information that is necessary and relevant to the functions that 
the agency is required or authorized to perform by statute, ordinance, code, or rule, and eliminate 
personal information from the system when it is no longer necessary and relevant to those functions.  

Ohio Department of Administrative Services (DAS) Policy Statement 100-11 sets forth handling 
requirements for DAS employees for personal information and sensitive personal information.  

3. Disclosure to Third Parties  

State and local agencies must take reasonable precautions to protect personal information in their 
systems from unauthorized disclosure (Ohio Rev. Code § 1347.05). A person who is harmed by 
wrongful disclosure has a private right of action under Ohio Rev. Code § 1347.10 (see Section 1.G.).  

Under Ohio Department of Administrative Services (DAS) Administrative Policy IT-13, when data that 
has been classified as “confidentiality moderate” (see Section I.C.6.) by a state agency is disclosed to 
parties outside the agency, the transfer must be authorized by executive management or the data 
owners and general counsel or in accordance with a formal agency process. Disclosure of 
confidentiality moderate information internal to the state agency shall be on a need-to-know basis only.  

https://www.bloomberglaw.com/ms/document/1?citation=Ohio%20Rev.%20Code%201347.12(a)(6)(a)&amp;summary=yes#jcite
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Under IT-13, disclosure of “confidentiality high” data to parties outside the state agency shall be 
authorized by executive management and/or the data owners and general counsel. Disclosure of 
confidentiality high information internal to the state agency shall be on a need-to-know basis only.  

4. Data Storage  

Data stored on personal information systems is protected under Ohio law. Ohio Rev. Code § 1347.01 
defines a “system” as any collection or group of related records that are kept in an organized manner 
and that are maintained by a state or local agency, and from which personal information is retrieved by 
the name of the person or by some identifying number, symbol, or other identifier assigned to the 
person. “System” includes both records that are manually stored and records that are stored using 
electronic data processing equipment. “System” does not include collected archival records in the 
custody of or administered under the authority of the Ohio history connection, published directories, 
reference materials or newsletters, or routine information that is maintained for the purpose of internal 
office administration, the use of which would not adversely affect a person.  

Ohio Department of Administrative Services (DAS) Administrative Policy IT-14 requires state 
agencies, in performing sensitive data backups and restorations, to ensure appropriate physical 
security controls are in place, including physical storage of sensitive data backups and restorations 
located at a state-owned or state-approved, secure facility.  

DAS Administrative Policy IT-14 also requires state agencies to implement a procedure for authorizing 
the placement of sensitive data onto portable devices and media. The procedure must include the 
following:  

• a risk assessment that will assist in determining the level of risk associated with the use of a 
given device or type of media;  

• written authorization for the placement of sensitive data on portable devices and media;  
• written acknowledgement from each public servant that he agrees to comply with these 

security requirements;  
• requirement of the use of encryption and strong passwords to protect sensitive data on 

portable devices and media. Encryption may be employed at the data-level, file-level, or 
operating system; and  

• a procedure for the removal or destruction of sensitive data on portable devices and media 
that aligns with NIST SP 800-88 and the requirements outlined in DAS Administrative Policy 
IT-05, “Disposal, Servicing and Transfer of IT Equipment.”  

State agencies must secure the physical devices, locations, and facilities used for sensitive data 
processing and storage.  

Ohio Rev. Code § 125.18 requires that state agencies prepare a privacy impact statement before the 
implementation of any information technology data system.  

5. Access & Correction  

Ohio Rev. Code § 1347.08 provides that every state or local agency that maintains a personal 
information system, upon the request and the proper identification of any person who is the subject of 
personal information in the system, shall:  

• inform the person of the existence of any personal information in the system of which the 
person is the subject;  

• permit the person to inspect all personal information in the system; 
• inform the person about the types of uses made of the personal information, including the 

identity of any users usually granted access to the system.  

Agencies must provide copies of an individual's personal information if such person makes a proper 
request.  

No provision in this section creates an automatic right of access to a confidential law enforcement 
investigatory record or trial preparation record, as defined in divisions (A)(2) and (4) of Ohio Rev. Code 
§ 149.43. For further exemptions, see Ohio Rev. Code § 1347.08(F).  

http://das.ohio.gov/Portals/0/DASDivisions/DirectorsOffice/pdf/policies/informationtechnology/IT-13.pdf
https://www.bloomberglaw.com/ms/document/1?citation=Ohio%20Rev.%20Code%201347.01&amp;summary=yes#jcite
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https://www.bloomberglaw.com/ms/document/1?citation=Ohio%20Rev.%20Code%201347.08&amp;summary=yes#jcite
https://www.bloomberglaw.com/ms/document/1?citation=Ohio%20Rev.%20Code%20149.43&amp;summary=yes#jcite
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6. Data Security  

Ohio agencies are required to secure, identify, and label data in conformity with Ohio Department of 
Administrative Services (DAS) Administrative Policy IT-13. The policy provides a data classification 
methodology according to data confidentiality and criticality. State and federal law may also require 
specific labels, such as “protected health information” under the Health Insurance Portability and 
Accountability Act (HIPAA), “federal tax information” under IRS Publication 1075, and “confidential 
personal information” under Ohio Rev. Code § 1347.15.  

Confidentiality: This label identifies how sensitive the data is with regard to unauthorized disclosure. 
“Adverse effects” on individuals may include, but are not limited to, the loss of privacy. Data must be 
assigned one of three confidentiality labels:  

• Confidentiality Low (Public): This classification includes information that must be released 
under Ohio public records law or instances where an agency unconditionally waives an 
exception to the public records law. The inappropriate use or unauthorized disclosure of 
information designated as “confidentiality low” would have a limited adverse effect on State of 
Ohio interests, the conduct of agency programs, or individuals. A limited adverse effect means 
that, for example, the loss of confidentiality might: (i) cause a degradation in mission capability 
to an extent and duration that the organization is able to perform its primary functions, but the 
effectiveness of the functions is noticeably reduced; (ii) result in minor damage to 
organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to 
individuals, including privacy.  
 

• Confidentiality Moderate: This classification includes information that the agency has 
discretion to release or not release under Ohio public records law but otherwise has no use or 
disclosure limitations imposed by law. This classification may also include information that 
may be a public record but requires a review for context or disclosure limitations before it is 
released. For example, a list of employees of the agency may be a public record, but a list of 
employees conducting a specific undercover investigation may not be for a given period of 
time. Disclosure to parties outside the state agency shall be authorized by executive 
management or the data owners and general counsel or in accordance with a formal agency 
process. Disclosure of confidentiality moderate information internal to the state agency shall 
be on a need-to-know basis only. Information falls into this classification if its inappropriate use 
or unauthorized disclosure would have a serious adverse effect on State of Ohio interests, the 
conduct of agency programs, or individuals. A serious adverse effect means that, for example, 
the loss of confidentiality might: (i) cause a significant degradation in mission capability to an 
extent and duration that the organization is able to perform its primary functions, but the 
effectiveness of the functions is significantly reduced; (ii) result in significant damage to 
organizational assets; (iii) result in significant financial loss; or (iv) result in significant harm to 
individuals, that does not involve loss of life or serious life threatening injuries.  
 

• Confidentiality High: This classification includes information protected by statutes, regulations, 
State of Ohio policies, or contractual language that restrict the use or disclosure of information 
solely to the conditions identified in the statute, regulation, policy, or contract. Disclosure to 
parties outside the state agency shall be authorized by executive management and/or the data 
owners and general counsel. Disclosure of confidentiality high information internal to the state 
agency shall be on a need-to-know basis only. Information falls into this classification if its 
inappropriate use or unauthorized disclosure would have a severe or catastrophic adverse 
effect on State of Ohio interests, the conduct of agency programs, or individuals. A severe or 
catastrophic adverse effect means that, for example, the loss of confidentiality might: (i) cause 
a severe degradation in or loss of mission capability to an extent and duration that the 
organization is not able to perform one or more of its primary functions; (ii) result in major 
damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or 
catastrophic harm to individuals involving loss of life or serious life threatening injuries. 
Disclosure restrictions in State of Ohio regulations, policies, or contracts must be consistent 
with Ohio's public records law.  

http://das.ohio.gov/Portals/0/DASDivisions/DirectorsOffice/pdf/policies/informationtechnology/IT-13.pdf
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Criticality: This label identifies the degree of need for data to maintain its integrity and availability. 
Data must be assigned one of three labels for criticality:  

• Criticality Low: The loss of data integrity or availability would result in limited adverse effect. A 
limited adverse effect means that, for example, the loss of integrity or availability might: (i) 
cause a degradation in mission capability to an extent and duration that the organization is 
able to perform its primary functions, but the effectiveness of the functions is noticeably 
reduced; (ii) result in minor damage to organizational assets; (iii) result in minor financial loss; 
or (iv) result in minor harm to individuals, including privacy.  
 

• Criticality Moderate: The loss of data integrity or availability would result in a serious adverse 
effect. A serious adverse effect means that, for example, the loss of integrity or availability 
might: (i) cause a significant degradation in mission capability to an extent and duration that 
the organization is able to perform its primary functions, but the effectiveness of the functions 
is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in 
significant financial loss; or (iv) result in significant harm to individuals, that does not involve 
loss of life or serious life threatening injuries.  
 

• Criticality High: The loss of data integrity or availability would result in severe or catastrophic 
adverse effect. A severe or catastrophic adverse effect means that, for example, the loss of 
integrity or availability might: (i) cause a severe degradation in or loss of mission capability to 
an extent and duration that the organization is not able to perform one or more of its primary 
functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss; 
or (iv) result in severe or catastrophic harm to individuals involving loss of life or serious life 
threatening injuries.  

In addition, for personally identifiable information, agencies must complete a privacy impact 
assessment.  

7. Data Disposal  

Our research has uncovered no data disposal laws or regulations in Ohio. 

8. Data Breach  

Private Entities: Ohio Rev. Code § 1349.19(B)(1) requires business entities conducting business in 
Ohio to disclose security breaches “to any resident of this state whose personal information was, or 
reasonably is believed to have been, accessed and acquired by an unauthorized person if the access 
and acquisition by the unauthorized person causes or reasonably is believed will cause a material risk 
of identity theft or other fraud to the resident.” The disclosure must be made “in the most expedient 
time possible but not later than forty-five days following its discovery or notification of the breach.” 
Ohio Rev. Code § 1349.19(B)(2). The timing of the notification may be delayed, however, “if a law 
enforcement agency determines that the disclosure or notification will impede a criminal investigation 
or jeopardize homeland or national security.” Ohio Rev. Code § 1349.19(D).  

Disclosure of a security breach may be made by any of the following methods: 

• written notice; 
• electronic notice; 
• telephonic notice; or 
• substitute notice under certain conditions. Ohio Rev. Code § 1349.19(E).  

If the breach affects more than 1,000 residents, the entity must also “notify, without unreasonable 
delay, all consumer reporting agencies that compile and maintain files on consumers on a nationwide 
basis of the timing, distribution, and content of the disclosure given... to the residents of this state.” 
Ohio Rev. Code § 1349.19(G).  

Ohio Rev. Code § 1347.12 requires state agencies to disclose any breach of their information systems 
to any resident affected or reasonably likely to have been affected. The disclosure must be made as 
timely as possible, not to exceed 45 days from the discovery of the breach (subject to the legitimate 
needs of law enforcement).  
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The Ohio Department of Insurance (the “Department”) has stated that notice should be given to the 
Department upon the loss by an Ohio licensed insurance company of policyholders’ personal 
information. See Ohio Department of Insurance, Bulletin 2009-12, Loss of Control of Policyholder 
Information (November 2, 2009). Notice is not mandatory, however, since the Department did not 
issue the Bulletin as a regulation. The notice provision is not limited to loss of personal information in 
an electronic format, but rather applies to any “theft or loss of policyholder's Personal Information.” Id. 
The term “Loss of Control” means “unauthorized access to, acquisition of, or disappearance of any 
Personal Information….” Id. “Personal Information” includes an individual's name and social security 
number and is neither limited to electronic data nor to information of residents of Ohio. Id. The Bulletin 
states: “all persons or entities holding a license or certificate of authority from the Superintendent of 
Insurance to conduct business within this state are required to report any Loss of Control of 
policyholder information within their possession” within 15 days of discovery of the loss where the loss 
affects “Personal Information of more than 250 residents of Ohio.”  

State and Local Agencies: A state agency or agency of a political subdivision (as defined in Ohio 
Rev. Code § 2744.01) may disclose or make a notification by any of the following methods:  

• written notice; 
• electronic notice, if the state agency's or agency of a political subdivision's primary method of 

communication with the resident to whom the disclosure must be made is by electronic 
means;  

• telephone notice; 
• substitute notice only if the state agency or agency of a political subdivision required to 

disclose demonstrates that the agency does not have sufficient contact information to provide 
notice in a manner described above. A substitute notice must contain the following:  

◦ electronic mail, if the resident's e-mail address is known; 
◦ conspicuous posting of the disclosure or notice on the state agency's or agency of a 

political subdivision's website, if the agency maintains one;  
◦ notification to major media outlets, to the extent that the cumulative total of the 

readership, viewing audience, or listening audience of all of the outlets so notified 
equals or exceeds 75% of the population of Ohio; and  

◦ if the agency has fewer than ten employees and the cost of providing the above 
notification will exceed $10,000, see Ohio Rev. Code § 1347.12(E)(5) for additional 
requirements.  

If an agency discovers circumstances that require disclosure to more than 1,000 residents, the agency 
must notify all consumer reporting agencies that compile and maintain files on consumers on a 
nationwide basis of the timing, distribution, and content of the disclosure given by the state agency or 
agency of a political subdivision to the residents of Ohio.  

9. Other Provisions  

Ohio Rev. Code § 1349.191 authorizes the Attorney General to conduct an investigation if the AG has 
reason to believe that a state or local agency has failed or is failing to comply with the breach 
disclosure provisions of Ohio Rev. Code § 1347.12 or that a private entity has failed or is failing to 
comply with the analogous provisions found in Ohio Rev. Code § 1349.19. In addition, Ohio Rev. 
Code § 1349.192 authorizes the Attorney General to bring a civil action for violations of those laws.  

D. SPECIFIC TYPES OF DATA  

1. Biometric Data  

Biometric data is a type of “personally identifiable information” (PII) as defined by Ohio Admin. Code 
§ 123-4-01 et seq. Biometric data is also listed under “sensitive personally identifiable information,” 
which the Ohio Department of Administrative Services has discretion not to release under the public 
records law (Ohio Rev. Code § 149.43).  

2. Consumer Data  

Ohio Rev. Code § 1349.51 prohibits disclosure of certain consumer data related to insurance. The 
statute states that no consumer reporting agency shall sell or otherwise furnish any information 
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relative to an individual's insurance coverage that was submitted, in whole or in part, in conjunction 
with an insurance company's inquiry into an individual's credit history or request for a consumer report. 
This information includes, but is not limited to, the expiration date of an insurance policy, information 
that may be used to find a policy's expiration date or approximate expiration date, and the terms and 
conditions of an insurance policy.  

The above prohibition does not, however, prevent a consumer reporting agency from furnishing 
information relative to an individual's insurance coverage to the agent or producer that supplied the 
information. It also does not prevent the agency from furnishing information relative to an individual's 
insurance coverage to an insurance company, the insurer's affiliates, or members of a holding 
company in which the insurer is a member, if the information was supplied by an agent or producer 
acting on behalf of the insurer. Nothing in the law prevents an insurance company from obtaining a 
claims history or motor vehicle report.  

3. Credit Card Data  

Ohio Rev. Code § 1349.17 restricts the recording of credit card, telephone, and social security 
numbers. No person may record a credit card number of a party to a transaction when a check, bill of 
exchange, or other draft is presented for payment. This does not apply, however, if the card number is 
recorded for “a legitimate business purpose.” Credit card numbers may also be recorded in lieu of a 
deposit to secure payment in the event of default, loss, or damage.  

4. Credit Reports  

Ohio Rev. Code § 1349.52 states that a consumer may elect to place a security freeze on the 
consumer's credit report by making a request to a consumer credit reporting agency in writing by 
certified mail or other comparable service or by any secured electronic method authorized by the 
consumer credit reporting agency.  

Ohio Rev. Code § 1349.52 defines “credit report” as any written, oral, or other communication of any 
credit information by a consumer credit reporting agency that operates or maintains a database of 
consumer credit information bearing on a consumer's credit worthiness, credit standing, or credit 
capacity. “Credit report” includes a credit record created for the purposes of complying with Ohio Rev. 
Code § 1349.521.  

The same section defines a “security freeze” as a restriction placed in a consumer's or protected 
consumer's credit report at the request of the consumer or the protected consumer's representative 
that prohibits a consumer credit reporting agency from releasing all or any part of the consumer's or 
protected consumer's credit report or any information derived from the consumer's or protected 
consumer's credit report relating to the extension of credit without the express authorization of the 
consumer or protected consumer's representative.  

5. Criminal Records  

Our research has uncovered no specific data privacy laws regarding criminal records; however, 
criminal records do constitute “personal information” (see Section I.B.2.), and therefore, the systems 
containing them are subject to the same laws and regulations as all other data in a personal 
information system.  

6. Drivers' Licenses/Motor Vehicle Records  

Ohio Rev. Code § 1349.19 states that when a driver's license number or state identification card 
number is combined with an individual's name and the information is not encrypted, redacted, or 
altered by any method or technology as to make the data unreadable, such data constitutes “personal 
information” for the purposes of determining whether breach notifications are necessary.  

Notwithstanding, “personal information” does not include publicly available information.  

7. Electronic Communications/Social Media Accounts  

Generally, employers have the right to monitor their employees' use of the Internet (including visiting 
social networking sites, checking e-mails, and instant messaging) on computers owned by the 
employer, during employees' on-duty hours. Although federal law prohibits employers from 
discriminating against prospective or current employees based on information on the employees' 
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social networking sites or personal blogs relating to their race, color, national origin, gender, age, 
disability, and immigration or citizen status, employers can and do use information on such websites 
as a method of conducting background checks.  

Ohio has previously proposed legislation that would have increased privacy protections for current and 
potential employees by making it illegal for employers to ask or require a current or potential employee 
to give access to social media websites, e-mail, or other electronic accounts. The legislation failed to 
pass.  

8. Financial Information  

Financial information is included in the definition of personal information under Ohio Rev. Code 
§ 1347.01 and is also included in the definition of personal information under Ohio Rev. Code 
§ 1349.19. As such, state and local entities must comply with relevant Ohio laws regarding the storage 
of financial information and breach notifications. State agencies must further label the information.  

9. Health Data  

Patient/Insured Access: The Ohio Revised Code provides individuals a right of access to their 
medical records maintained by hospitals, health care providers, and insurance entities. Our research 
has uncovered no general, comprehensive statute prohibiting the disclosure of confidential medical 
information for Ohio. Rather, privacy protections are addressed in statutes governing specific entities 
or medical conditions.  

Ohio Rev. Code § 4113.23 requires employers to provide to employees a copy of their medical 
records at the employees' request.  

Ohio Rev. Code § 3701.74 provides individuals with the right to examine and receive a copy of their 
medical records that are maintained by health care practitioners and hospitals.  

Ohio Rev. Code § 3904.08 grants individuals access to personal medical information maintained by 
insurers. This applies to insurance agents, support organizations, and “insurance institutions,” which is 
defined as any person, corporation, partnership, fraternal benefit society, or association engaged in 
the business of life, health, or disability insurance. The insurance entity must provide to all applicants 
and policyholders written notice of its information practices.  

Disclosure Restrictions: Ohio has enacted restrictions on disclosure of health information. Under 
Ohio Rev. Code § 1751.52, data or information pertaining to an enrollee's or applicant's diagnosis, 
treatment, or health obtained by a health insuring corporation from the enrollee or applicant, or from 
any health care facility or provider, must be held in confidence and may not be disclosed except (1) to 
the extent necessary to carry out the provisions governing health insuring corporations, (2) upon the 
express consent of the enrollee or applicant, (3) pursuant to statute or court order for the production of 
evidence, or (4) in the event of claim litigation between the individual and the health insuring 
corporation when such information is pertinent.  

Under Ohio Rev. Code § 3904.13, there are numerous circumstances under which an insurance entity 
can disclose information without the individual's authorization, including to medical care institutions or 
professionals for verifying insurance coverage benefits; for the purpose of conducting business when 
the disclosure is reasonably necessary; to law enforcement agencies in order to prevent or prosecute 
fraud; to a professional peer review organization for reviewing the service or conduct of a medical care 
institution or professional; for purposes of actuarial or research studies, provided certain conditions are 
met; for marketing purposes, subject to certain restrictions; in response to a facially valid search 
warrant, subpoena, or other court order; and others.  

The insurance entity must provide to all applicants and policyholders written notice of its information 
practices. The insurance entity has the option of providing a detailed notice or an abbreviated notice.  

Any information maintained by any public office that directly or indirectly identifies a present or former 
patient or client or his diagnosis, prognosis, or medical treatment is specifically excluded from “public 
records,” which are available to the public under Ohio's open records law (Ohio Rev. Code § 149.43).  

Condition-Specific Requirements: Ohio has condition-specific data privacy requirements for birth 
defects, cancer, and HIV/AIDS.  
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Birth Defects: Ohio maintains a birth defects information system to identify and detect trends and 
epidemics in congenital anomalies, stillbirths, and abnormal conditions of newborns (Ohio Rev. Code 
§ 3705.30, et seq.). The director of health may use the information to notify parents, guardians, and 
custodians of children with congenital anomalies or abnormal conditions of medical care and other 
services available for the child or family. All records and information received or assembled by the 
birth defects information system are confidential and may not be disclosed without the written consent 
of the child's parent or legal guardian, except to the director of health, employees of the department of 
health, and qualified persons or government entities engaged in demographic, epidemiological, or 
similar studies related to health and health care provision. The recipients must sign an agreement to 
maintain the system's confidentiality.  

Cancer: Ohio maintains a cancer incidence surveillance system with mandatory reporting 
requirements (Ohio Rev. Code § 3701.261 et seq.). Every physician, dentist, hospital, or person 
providing diagnostic or treatment services to patients with cancer must report each case to the 
department of health. All data regarding individual patients is confidential and may be used only for 
statistical, scientific, and medical research for the purpose of reducing morbidity or mortality. The 
information may be released to researchers if specific conditions meant to maintain the patient's 
privacy are met. For instance, the researcher must provide written information about the safeguards 
that will be used to protect the patient's identity. The department of health may release confidential 
information to physicians for diagnostic and treatment purposes if the patient's attending physician 
gives oral or written consent and the patient completes a release of confidential information form. The 
information may also be released to cancer registries of another state if certain conditions are met.  

HIV/AIDS: Attending health care providers, designated agents of health care facilities, and others 
designated by the public health council must promptly report every case of AIDS or an AIDS-related 
condition and every confirmed positive test of HIV to the state department of health. Reported 
information that identifies an individual is confidential. It may be released only with the written consent 
of the individual, except as the director of health determines necessary to ensure the accuracy of the 
information, as necessary to provide treatment to the individual, pursuant to court order, or pursuant to 
a search warrant or subpoena in connection with a criminal investigation (Ohio Rev. Code § 3701.24).  

Generally, no person or state or local agency that acquires HIV-related information while providing any 
health care service or while employed by a health care provider or facility may disclose the identity of 
any individual on whom an HIV test is performed, the results of the test, or the identity of any person 
diagnosed as having AIDS or an AIDS-related condition without the written authorization of the 
individual (Ohio Rev. Code § 3701.243). The written authorization must be signed, specify to whom 
disclosure is authorized, and provide a time period during which the authorization is valid. There are a 
number of circumstances where disclosure without authorization is allowed, such as to the individual's 
physician, to the individual's spouse or any sexual partner, to organ donor facilities, and to law 
enforcement pursuant to a search warrant or subpoena. Although the statute allows the disclosure of 
an HIV test or diagnosis to a health care provider based on a need to know, the provision makes clear 
that disclosure may not be made or requested solely for the purpose of identifying an HIV-afflicted 
person in order to refuse treatment.  

10. Social Security Numbers  

Ohio Rev. Code § 1349.19 states that when a person's name is accompanied by a social security 
number, the document containing such information constitutes personal information, and any breach 
of the system containing this information must be disclosed to the named individual (see Section 
I.C.8.).  

In addition, Ohio Rev. Code § 1349.17 restricts the recording of credit card, telephone, and social 
security numbers. No person shall record or cause to be recorded the social security number of the 
other party to a transaction when payment is made by credit card charge agreement, check, bill of 
exchange, or other draft.  

11. Usernames & Passwords  

Ohio Rev. Code § 1349.19 states that an individual's name in combination with that person's account 
information or password so as to grant access to an account constitute “personal information” for the 
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purposes of determining when a breach of a personal information system has occurred and what 
actions must be taken as a result (see Section I.C.8.).  

12. Information about Minors  

Ohio students under the age of 18 do not have the right to inspect their own education records under 
the Ohio Student Records Privacy Act (Ohio Rev. Code § 3319.321). When the student reaches the 
age of 18 or when the student starts attending a postsecondary institution, all rights under the law 
transfer to the student. This includes the right to access education records and to consent to the 
release of education records.  

Aside from this provision, our research has uncovered no specific data-protection provisions pertaining 
to minors in Ohio. Personal information is defined by Ohio Rev. Code § 1347.01 as any information 
that describes anything about a person, or that indicates actions done by or to a person, or that 
indicates that a person possesses certain personal characteristics, and that contains, and can be 
retrieved from a system by, a name, identifying number, symbol, or other identifier assigned to a 
person. Since there is no age limit attached to the term “person,” it can be inferred that Ohio's data 
protection provisions apply to minors as well as adults.  

13. Location Data  

Ohio introduced legislation in 2013 that would have required wireless service providers to produce 
information on the geographical location of a wireless device during emergencies, but the bill failed to 
pass.  

14. Other Personal Data  

Our research has uncovered no other Ohio law provisions regarding personal data beyond those 
specified above.  

E. SECTOR-SPECIFIC PROVISIONS  

1. Advertising & Marketing  

Ohio's primary restrictions on advertising and marketing practices are found in the Consumer Sales 
Practices Act (CSPA), Ohio Rev. Code § 1345.01, et seq. and Ohio Admin. Code § 109:4-3-01 et seq. 
The law does not, however, appear to specifically limit business entities in their collection, storage, 
and use of personal information. However, any business that collects personal data as defined in Ohio 
Rev. Code § 1347.01 et seq. must comply with Ohio's data management requirements (see Section 
I.C.).  

2. Education  

At the state level, release of student records by schools is governed by the Ohio Student Records 
Privacy Act, Ohio Rev. Code § 3319.321.  

The law guarantees parental access to education records and prohibits the disclosure of education 
records to third parties without parental consent. “Education records” include records that contain 
information directly related to a student and are maintained by a school. The law requires schools to 
provide parental access to the education records of children under age 18. Parents have the right to 
see everything in the student's education record, except information about other students or 
information protected by another state or federal law. Schools must comply with a request for access 
within a reasonable period of time, but in no case more than 45 days after the request.  

The law prohibits the disclosure of “personally identifiable information” in education records to third 
parties without the prior written consent of the parent. Personally identifiable information generally 
includes any information that would make the student's identity traceable. Several exceptions, 
however, allow disclosure without parental consent. For example, schools may release records to 
school officials with “legitimate educational interests,” such as disclosure of student records to the 
student's teacher or to an in-school therapist treating the student. Other exceptions allow schools to 
release education records to a school where the student is transferring, to persons acting with a 
subpoena, or to health and safety personnel during an emergency.  
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Through their policies, school districts may designate certain student information as “directory 
information.” Directory information generally includes information that could be found in a school 
yearbook, playbill, or athletic program, such as a student's name, address, telephone listing, date and 
place of birth, major field of study, participation in officially recognized activities and sports, dates of 
attendance and graduation, and awards received. Directory information may be disclosed without prior 
written consent. School districts must provide public notice of designated categories of directory 
information and allow a reasonable time for parents to “opt out” of the release of this information.  

Data Privacy Report. The Ohio Department of Education issued a Data Privacy Report in December 
of 2014, which recommended, among other things, an update to Ohio Rev. Code § 3301.133 to 
require the posting of an annual student transparency report on the Department's website. The statute, 
however, has not been updated.  

3. Electronic Commerce  

Our research has uncovered no specific e-commerce privacy laws in Ohio; however, any Ohio 
business that collects and uses personal information will be subject to Ohio's broader personal 
information security laws and regulations (see Section I.C.). 

4. Financial Services  

Certain financial institutions are a noteworthy exception from Ohio's data breach notification law (Ohio 
Rev. Code § 1349.19). The statute provides:  

A financial institution, trust company, or credit union or any affiliate of a financial institution, trust 
company, or credit union that is required by federal law, including, but not limited to, any federal 
statute, regulation, regulatory guidance, or other regulatory action, to notify its customers of an 
information security breach with respect to information about those customers and that is 
subject to examination by its functional government regulatory agency for compliance with the 
applicable federal law, is exempt from the requirements of this section.  

5. Health Care  

Ohio law provides robust protections for the confidentiality and privacy of patient information (see 
Section I.D.9.). The law defines protected health information as information in any form that describes 
an individual's past, present, or future physical or mental health status or condition, receipt of 
treatment or care, or purchase of health products if the information reveals or could be used to reveal 
the identity of the individual. Protected health information in the possession of the director of health, 
the department of health, or a board of health is confidential and may only be released with the written 
consent of the individual, as is necessary to provide treatment to the individual, to ensure the accuracy 
of the information, or to avert or mitigate a clear threat to an individual or to the public health. 
Information that does not identify an individual is not protected health information and may be released 
in summary, statistical, or aggregate form; such information is a public record and will be released by 
the director upon request (Ohio Rev. Code § 3701.17).  

Patients have the right to the confidentiality of the protected health information. This right is specifically 
delineated for certain individuals, including for residents of skilled nursing facilities, residents of adult 
care facilities, and persons with mental retardation or a developmental disability (Ohio Rev. Code 
§ 5123.62).  

Ohio law governs the confidentiality and recordkeeping requirements for various facilities and 
providers. The provider of a health care service must keep patients' medical and financial records 
confidential (Ohio Admin. Code § 3701-84-07). Every nursing home must store patient medical 
records and reports in a manner that protects and ensures their confidentiality (Ohio Admin. Code 
§ 3701-17-19). Each hospice care program must have policies and procedures to ensure the 
confidentiality of central clinical records (Ohio Admin. Code § 3701-19-23). Adult care facilities must 
store resident records in a manner that protects and ensures their confidentiality; staff members who 
have access to residents' personal information may not discuss or share the information with another 
individual working in the facility unless transmission of the information is necessary to provide care to 
or meet the needs of the resident (Ohio Admin. Code § 5122-33-15).  

The law permits disclosure of patient information in certain circumstances. Insurers may disclose the 
results of a positive HIV test to the insurance applicant, to any person that the applicant or insured 
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specifically designates in writing, and to a medical information exchange for insurers operated under 
procedures intended to ensure confidentiality (Ohio Rev. Code § 3901.46).  

Patient-identifying information submitted to the department of health in conjunction with a screening 
conducted by hospitals and freestanding birthing centers may be provided to entities as necessary; 
the department of health and any entity that receives information must maintain its confidentiality. The 
department of health may release information about an individual with a malignant disease for 
diagnostic and treatment purposes, to the cancer registry of another state, and for statistical, scientific, 
and medical research for the purposes of reducing the morbidity or mortality of malignant disease 
(Ohio Admin. Code § 3701-4-03). Information, data, and reports with respect to a birth defects case 
that is furnished to, or obtained by, the birth defects information system or the director of the Ohio 
Department of Health may be disclosed to parents, guardians, and custodians of children with birth 
defects; to provide data regarding birth defects in Ohio to the “National Birth Defects Prevention 
Network”; to the birth defects registry of another state; and for medical research studies (Ohio Admin. 
Code § 3701-57-04). Information obtained during an investigation initiated by the director of health in 
response to reports of illnesses or diseases may be released if the director has determined that the 
release of information collected pursuant to an incomplete investigation is necessary and in 
compliance with applicable law (Ohio Admin. Code § 3701-73-01). Records maintained in connection 
with the employee assistance program may be disclosed without the individual's consent to medical 
personnel to the extent necessary in a bona fide emergency; to qualified personnel for the purpose of 
conducting scientific research, management audits, financial audits, or program evaluation; and if 
authorized by a court (Ohio Rev. Code § 124.88).  

Information that is collected or reported in accordance with these various requirements is still subject 
to restrictions on further disclosure and use. Maternity units and newborn care nurseries must take 
appropriate measures to ensure the confidentiality of patient medical records, and individual records 
may not be disclosed unless otherwise authorized by the patient, as allowed by state and federal laws 
and regulations, and for inspection by the director of health (Ohio Admin. Code § 3701-7-16). 
Reported information regarding AIDS, AIDS-related conditions, or positive HIV tests that identifies an 
individual is confidential and may be released only with the written consent of the individual, except as 
the director determines necessary to ensure the accuracy of the information, to provide treatment to 
the individual, as ordered by a court, or pursuant to a search warrant or subpoena (Ohio Rev. Code 
§ 3701.24).  

6. HR & Employment  

Generally, employers have the right to monitor their employees' use of the Internet (including visiting 
social networking sites, checking e-mails, and instant messaging) on computers owned by the 
employer, during employees' on-duty hours. Although federal law prohibits employers from 
discriminating against prospective or current employees based on information on the employees' 
social networking sites or personal blogs relating to their race, color, national origin, gender, age, 
disability, and immigration or citizen status, employers can and do use information on such websites 
as a method of conducting background checks.  

Ohio has previously proposed legislation that would have increased privacy protections for current and 
potential employees by making it illegal for employers to ask or require a current or potential employee 
to give access to social media websites, e-mail, or other electronic accounts. The legislation failed to 
pass.  

7. Insurance  

Ohio Rev. Code § 3904.01 et seq., “Insurance Information Practices,” is the state's primary insurance 
data protection regime. This section defines “personal information” as any individually identifiable 
information gathered in connection with an insurance transaction from which judgments can be made 
about an individual's character, habits, avocations, finances, occupation, general reputation, credit, 
health, or any other personal characteristics. “Personal information” includes an individual's name and 
address and medical record information but does not include privileged information.  

Ohio Rev. Code § 3904.04 requires insurance agents and institutions to provide a notice of 
information practices to all applicants or policyholders in certain circumstances. In the case of an 
application for insurance, notice must be provided no later than the time of delivery of the insurance 
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policy or the time the collection of personal information is initiated when personal information is 
collected from a source other than the applicant or public records. In the case of a policy renewal, 
notice must be provided no later than the policy renewal date; however, no notice is required if 
personal information is collected only from the policyholder or from public records or if a notice 
meeting the requirements of this section has been given within the previous 24 months.  

Ohio Rev. Code § 3904.06 details the requirements for insurance disclosure authorization forms. The 
forms must, inter alia, be written in plain language, be dated, specify the types of persons authorized 
to disclose information about the individual, and specify the nature of the information authorized to be 
disclosed.  

Ohio Rev. Code § 3904.08 states that if an individual makes a proper request to an insurance entity 
for his personal information, the insurance entity must inform the individual of the nature and 
substance of recorded personal information; permit the individual to see and copy, in person, the 
personal information; disclose the identity of those persons to whom the insurance institution has 
disclosed the personal information; and provide a summary of the procedures by which the individual 
may request correction of his information.  

Ohio Rev. Code § 3904.13 states that, in general, no insurance entity may disclose personal 
information about an individual without that individual's written consent. This is, however, subject to 
many enumerated exceptions.  

8. Retail & Consumer Products  

Our research has uncovered no additional retail and consumer product data protection authorities 
except for those discussed above in Consumer Data, Credit Card Data, and Credit Reports (see 
Section I.D.2., Section I.D.3., and Section I.D.4.).  

9. Social Media  

Generally, employers have the right to monitor their employees' use of the Internet (including visiting 
social networking sites, checking e-mails, and instant messaging) on computers owned by the 
employer, during employees' on-duty hours. Although federal law prohibits employers from 
discriminating against prospective or current employees based on information on the employees' 
social networking sites or personal blogs relating to their race, color, national origin, gender, age, 
disability, and immigration or citizen status, employers can and do use information on such websites 
as a method of conducting background checks.  

Ohio has previously proposed legislation that would have increased privacy protections for current and 
potential employees by making it illegal for employers to ask or require a current or potential employee 
to give access to social media websites, e-mail, or other electronic accounts. The legislation failed to 
pass.  

10. Tech & Telecom  

Any Ohio technology-oriented business that collects and uses personal information as defined in Ohio 
Rev. Code § 1347.01 is subject to Ohio's data management provisions (see Section I.C.).  

11. Other Sectors  

Our research has revealed no specific Ohio law provisions applicable to other business sectors.  

F. ELECTRONIC SURVEILLANCE  

Ohio's electronic surveillance statutes are Ohio Rev. Code § 2933.51 et seq. These statutes are 
based on the Federal Wiretapping Act, adopting the same provisions and definitions. Ohio is a “one 
party consent state” in regard to intercepting, using, and disclosing private communications, either 
wire, oral, or electronic. Ohio also has a voyeurism statute, which prohibits individuals from invading 
the privacy of others for the purpose of sexual arousal or gratification (Ohio Rev. Code § 2907.08).  

The law sets the general rule that it is unlawful for any person to intercept wire, oral, or electronic 
communications or to use an interception device. Many exceptions are then set out. In addition to 
traditional exceptions, such as interceptions pursuant to a warrant or in emergency situations, a 
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person or law enforcement officer may intercept communications if the person or officer is a party to 
the communications or if there has been prior consent.  

G. PRIVATE CAUSES OF ACTION  

Ohio Rev. Code § 1347.10 provides a civil right of action for damages for any person who is harmed 
by the misuse of his personal information in any of the following ways:  

• intentionally maintaining inaccurate information, resulting in harm;  
• intentionally using or disclosing the personal information in a manner prohibited by law;  
• intentionally supplying personal information for storage in, or using or disclosing personal 

information maintained in, a personal information system that he knows, or has reason to 
know, is false; or  

• intentionally denying to the person the right to inspect and dispute the personal information at 
a time when inspection or correction might have prevented the harm. This is subject to a two-
year limitations period:  

◦ An action under this division shall be brought within two years after the cause of 
action accrued or within six months after the wrongdoing is discovered, whichever is 
later; provided that no action shall be brought later than six years after the cause of 
action accrued. The cause of action accrues at the time that the wrongdoing occurs.  

Relating to the disclosure of personal insurance information, Ohio Rev. Code § 3904.21 states that if 
any insurance entity fails to comply with the section's requirements, any person whose rights are 
violated may apply to the proper court for equitable relief not to exceed the amount of actual damages 
sustained as a result of the violation.  

Nevertheless, Ohio Rev. Code § 3904.22 states that no cause of action for defamation, invasion of 
privacy, or negligence may arise against any person for disclosing any personal information in 
accordance with the statute's guidelines; however, this immunity does not extend to any disclosure of 
false information with the purpose to injure any person.  

H. CRIMINAL LIABILITY  

Ohio Rev. Code § 2913.42 makes it a criminal offense to falsify, destroy, remove, conceal, alter, 
deface, or mutilate any writing, computer software, data, or record. Violating this statute constitutes 
tampering with records and, depending on the nature of the information involved, is punishable as 
either a misdemeanor or felony.  

Ohio Rev. Code § 2933.52 states that the violation of Ohio's electronic interception statute (see 
Section I.F.) is a fourth-degree felony. If found guilty, the offender can face from six to 18 months in 
prison and a fine of up to $5,000. Generally, the minimum term of six months will be handed down 
unless the offender has previously served time in prison or if “the court finds that the shortest prison 
term will demean the seriousness of the offender's conduct or will not adequately protect the public 
from future crime by the offender or others” (Ohio Rev. Code § 2929.14).  

 

II. REGULATORY AUTHORITIES AND ENFORCEMENT  

A. ATTORNEY GENERAL  

The attorney general, pursuant to Ohio Rev. Code § 1349.191 et seq., may conduct an investigation 
and bring a civil action for violations of the breach notification provisions found in Ohio Rev. Code 
§ 1347.12 and Ohio Rev. Code § 1349.19. This enforcement authority is exclusive. If the individual, 
business entity, or government agency fails to comply with a court injunction, courts may impose civil 
monetary penalties of up to $10,000 per day. See Ohio Rev. Code § 1349.192  
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B. OTHER REGULATORS  

The superintendent of financial institutions may investigate alleged failures to comply with Ohio Rev. 
Code § 1349.25, et seq., or any rule adopted thereunder, or complaints concerning any such failure to 
comply. In conducting any investigation under this section, the superintendent may compel, by 
subpoena, witnesses to testify in relation to any matter over which the superintendent has jurisdiction 
and may require the production of any book, record, or other document pertaining to that matter. If a 
person fails to file any statement or report, obey any subpoena, give testimony, produce any book, 
record, or other document as required by a subpoena, or permit photocopying of any book, record, or 
other document subpoenaed, the court of common pleas of any county in this state, upon application 
made to it by the superintendent, shall compel obedience by attachment proceedings for contempt, as 
in the case of disobedience of the requirements of a subpoena issued from the court or a refusal to 
testify therein.  

The Ohio state board of education, in accordance with Ohio Rev. Code § 3319.31 et seq., may 
suspend or revoke a license as defined under division (A) of Ohio Rev. Code § 3319.31 that has been 
issued to any school district employee found to have willfully reported erroneous, inaccurate, or 
incomplete data to the education management information system.  

The Ohio Department of Health regulates all healthcare providers within the state. Under Ohio Rev. 
Code § 3701.06, the director of health and any person the director authorizes may, without fee or 
hindrance, enter, examine, and survey all grounds, vehicles, apartments, buildings, and places in 
furtherance of any duty laid upon the director or department of health or where the director has reason 
to believe there exists a violation of any health law or rule.  

Under Ohio Rev. Code § 3904.15, the superintendent of insurance may examine and investigate into 
the affairs of every insurance institution or agent doing business in this state to determine whether the 
insurance institution or agent has been or is engaged in any conduct in violation of Ohio Rev. Code 
§ 3904.01 et seq. In addition, the superintendent may examine and investigate into the affairs of every 
insurance support organization acting on behalf of an insurance institution or agent that either 
transacts business in this state or transacts business outside this state that has an effect on a person 
residing in this state to determine whether such insurance support organization has been or is 
engaged in any conduct in violation of Ohio Rev. Code § 3904.01 et seq.  

C. SANCTIONS & FINES  

The attorney general, pursuant to Ohio Rev. Code § 1349.191 et seq., may conduct an investigation 
and bring a civil action for an injunction upon an alleged failure by a state agency or agency of a 
political subdivision to comply with the notice requirements of Ohio Rev. Code § 1347.12. This 
enforcement authority is exclusive. If the individual, business entity, or government agency fails to 
comply with a court injunction, courts may impose civil monetary penalties of up to $10,000 per day.  

If a person fails to comply with Ohio Rev. Code § 1349.26, et seq., the superintendent of financial 
institutions may, in accordance with Chapter 119 of the Revised Code, impose a fine of not more than 
$2,500 per compliance failure. If the person fails to comply two or more times, the superintendent may, 
in accordance with Chapter 119 of the Revised Code, impose a fine of not more than $5,000 per 
compliance failure. If the person injured by the failure to comply is 65 years of age or older, the 
superintendent may double the amount of the fine.  

An order to pay a fine pursuant to this division is enforceable in any court of common pleas in Ohio. All 
fines collected under this division are to be paid to the superintendent and deposited by the 
superintendent into the state treasury to the credit of the consumer finance fund created under Ohio 
Rev. Code § 1321.21.  

In determining the amount of a fine to be imposed under this division, the superintendent of financial 
institutions considers all of the following:  

• the seriousness of the conduct;  
• the person's good faith efforts to prevent the conduct;  
• the person's history regarding violations and compliance with the superintendent's orders;  
• the person's financial resources; 
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• any other matter the superintendent considers appropriate in enforcing Ohio Rev. Code 
§ 1349.26 et seq.  

The superintendent shall not impose a fine under this division if the superintendent has imposed or will 
impose a fine under another provision of the Revised Code for the same conduct.  

The superintendent may take any of the actions set forth above with respect to any person other than 
a federally chartered financial institution or its operating subsidiaries. Whenever it appears to the 
superintendent that a federally chartered financial institution or its operating subsidiary has engaged 
in, is engaging in, or is about to engage in any activity that may constitute a failure to comply with Ohio 
Rev. Code § 1349.26, the superintendent may present any evidence of such activity to the institution's 
appropriate federal regulatory authority, along with any recommendations regarding the imposition of 
specific sanctions.  

Any action taken by the superintendent under this section shall be commenced within three years after 
the alleged compliance failure.  

D. REPRESENTATIVE ENFORCEMENT ACTIONS  

Our research has uncovered no recent enforcement actions brought exclusively by an Ohio regulator.  

E. STATE RESOURCES  

Ohio's Attorney General provides several resources to help guide industry and consumers in 
cyber/data practices. These resources include a data breach guide for small businesses, a cyber 
safety brochure, and information about the Cybersecurity Help, Information, and Protection Program 
(CHIPP).  

Ohio's Office of Information Security and Privacy hosts a consumer-oriented website that features 
resources for citizens to protect themselves against online risks.  

 

III. RISK ENVIRONMENT  

A. ATTORNEY GENERAL INITIATIVES  

The Ohio Attorney General is leading the fight against data breaches. In September 2016, the Ohio 
Attorney General created CyberOhio, an initiative designed to help “Ohio businesses fight back 
against data security threats.” Through CyberOhio, the State seeks to work with businesses – and not 
against them – to protect citizens’ personal information. CyberOhio's goal is “to help foster a legal, 
technical, and collaborative cybersecurity environment to help Ohio businesses thrive.” CyberOhio 
hopes to obtain these goals through five initiatives:  

• creating a Cybersecurity Advisory Board, composed of industry experts and business leaders, 
which will provide guidance for Attorney General's Office initiatives on cybersecurity;  

• exploring draft legislation to improve the legal cybersecurity environment in Ohio for 
businesses and consumers;  

• creating cybersecurity training opportunities including a cybersecurity business summit held in 
2017 and cybersecurity trainings for small businesses;  

• expanding the Ohio Attorney General's Identity Theft Unit to assist businesses with 
cybersecurity and data privacy; and  

• encouraging more cybersecurity workforce personnel, including through the creation of 
collaborative internship opportunities between businesses and Ohio colleges and universities.  

The Advisory Board is made up of public and private entity executives and is chaired by the Chief 
Privacy Officer of Nationwide Financial Services  

On October 17, 2017, with the backing of the Attorney General, the Ohio Senate introduced Senate 
Bill 220, known as the Data Protection Act. The Data Protection Act, if passed, would provide a safe 
harbor to Ohio businesses and non-profits from legal claims in the event of a data breach. The 

https://www.bloomberglaw.com/ms/document/1?citation=Ohio%20Rev.%20Code%201349.26&amp;summary=yes#jcite
https://www.bloomberglaw.com/ms/document/1?citation=Ohio%20Rev.%20Code%201349.26&amp;summary=yes#jcite
https://www.bloomberglaw.com/ms/document/1?citation=Ohio%20Rev.%20Code%201349.26&amp;summary=yes#jcite
https://www.bloomberglaw.com/ms/document/1?citation=Ohio%20Rev.%20Code%201349.26&amp;summary=yes#jcite
http://www.ohioattorneygeneral.gov/Files/Publications-Files
http://www.ohioattorneygeneral.gov/Files/Publications-Files/Publications-for-Business/Data-Breach-Prevention-and-Response-Guide-for-Smal
http://www.ohioattorneygeneral.gov/Files/Publications-Files/Publications-for-Schools/Cyber-Safety-Publications/Cyber-Safety-Brochure
http://www.ohioattorneygeneral.gov/Files/Publications-Files/Publications-for-Schools/Cyber-Safety-Publications/Cybersecurity-Help-Information-and-Protection-Prog
http://infosec.ohio.gov/
http://www.ohioattorneygeneral.gov/Media/News-Releases/September-2016/Attorney-General-DeWine-Launches-CyberOhio-Initiat
https://www.legislature.ohio.gov/legislation/legislation-status?id=GA132-SB-220
https://www.legislature.ohio.gov/legislation/legislation-status?id=GA132-SB-220
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legislation creates an affirmative defense to a tort action arising from a data breach involving 
personally identifiable information if the business has a cybersecurity program that meets the bill's 
requirements. Those requirements include that the cybersecurity program be designed to “protect the 
security and confidentiality of personal information; protect against any anticipated threats or hazards 
to the security or integrity of personal information; and protect against unauthorized access to and 
acquisition of personal information that is likely to result in a material risk of identity theft or other fraud 
to the individual to whom the information relates.” In addition, the cybersecurity program must be in 
substantial compliance with the National Institute of Standards and Technology Cybersecurity 
Framework, the Federal Risk and Authorization Management Program, the Center for Internet Security 
Critical Security Controls, or the International Organization for Standardization/International 
Electrotechnical Commission 27000 Family – Information Security Management Systems. If a 
business or non-profit is regulated by the state and the federal government, the cybersecurity program 
must be in substantial compliance with the security requirements of the federal Health Insurance 
Portability and Accountability Act of 1996, Title V of the federal Gramm-Leach-Bliley Act of 1999, or 
the Federal Information Security Modernization Act of 2014. The bill's sponsors have stressed that it is 
not meant to create a minimum standard, but rather to “create a set of frameworks that [are] 
evolutionary and evolve[] with risk.” The bill was referred to the Ohio Senate Government Oversight 
and Reform Committee at the end of November 2017.  

Thus far, the Ohio Attorney General has not initiated stand-alone data breach enforcement actions. 
When data breaches have occurred in the past, the Ohio Attorney General has participated in multi-
state investigations of the breaches and agreed to settle with the companies. For instance, in January 
2015, following a multi-state investigation of a 2011 data breach, Zappos.com, Inc. agreed to an 
Assurance of Voluntary Compliance to implement policies and procedures designed to reduce the risk 
of future data breaches and to periodically report to the states on Zappos’ compliance. Zappos also 
agreed to pay $106,000 to various states, including around $11,000 to Ohio. In November 2016, 
following a multi-state investigation of a 2013 data breach, Adobe Systems Inc. agreed to an 
Assurance of Voluntary Compliance with 14 states to provide stronger cybersecurity measures to 
reduce the likelihood of future data breaches. Adobe also agreed to pay $1 million to various states, 
including $74,771.85 to Ohio. In 2017, Target, Inc. settled with 46 states to resolve an investigation 
into a 2013 data breach, by agreeing to develop, implement, and maintain a comprehensive 
information security program to protect customers’ personal information. Target also agreed to pay 
$18.5 million to the states, including $440,500 to Ohio.  

B. COURT ACTION  

While the State of Ohio seeks to embolden and protect Ohio businesses in the fight against data 
breaches, federal courts in Ohio have recently made it easier for consumers to bring claims against 
businesses. The Sixth Circuit Court of Appeals, breaking from the analysis of other Circuits, recently 
held that an increased risk of identity theft is enough to constitute an injury for purposes of establishing 
Article III standing. In Galaria v. Nationwide Mut. Ins. Co., 663 Fed. Appx. 384 (6th Cir. 2016), the 
plaintiffs brought a class action after hackers breached the computer network of defendant Nationwide 
and stole the plaintiffs’ personal data. The district court had dismissed the plaintiffs’ negligence, 
bailment, and Fair Credit Reporting Act claims because of lack of standing for failure to allege a 
concrete injury. The Sixth Circuit disagreed and reversed the lower court's ruling. The court explained:  

Plaintiffs’ allegations of a substantial risk of harm, coupled with reasonably incurred mitigation 
costs, are sufficient to establish a cognizable Article III injury at the pleading stage of the 
litigation. Plaintiffs allege that the theft of their personal data places them at a continuing, 
increased risk of fraud and identity theft beyond the speculative allegations of “possible future 
injury” or “objectively reasonable likelihood” of injury that the Supreme Court has explained are 
insufficient. There is no need for speculation where Plaintiffs allege that their data has already 
been stolen and is now in the hands of ill-intentioned criminals. Indeed, Nationwide seems to 
recognize the severity of the risk, given its offer to provide credit-monitoring and identity-theft 
protection for a full year. Where a data breach targets personal information, a reasonable 
inference can be drawn that the hackers will use the victims’ data for the fraudulent purposes 
alleged in Plaintiffs’ complaints.  

http://src.bna.com/vu2
http://src.bna.com/j1m
http://src.bna.com/o8E
https://www.bloomberglaw.com/ms/document/1?citation=663%20FedAppX%20384&amp;summary=yes#jcite
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Thus, although it might not be “literally certain” that Plaintiffs’ data will be misused, there is a 
sufficiently substantial risk of harm that incurring mitigation costs is reasonable. Where Plaintiffs 
already know that they have lost control of their data, it would be unreasonable to expect 
Plaintiffs to wait for actual misuse—a fraudulent charge on a credit card, for example—before 
taking steps to ensure their own personal and financial security, particularly when Nationwide 
recommended taking these steps.  

Id. at 388 (internal citation omitted).  

The Sixth Circuit also inferred from Nationwide's offer to provide a year of credit-monitoring and 
identity-theft protection to impacted individuals that Nationwide understood injury could or would occur. 
Businesses will have to consider the court's inference when deciding how to respond to data breaches 
in the future and whether to provide the services Nationwide offered to its affected customers.  

C. OHIO DIVISION OF SECURITIES  

The Ohio Division of Securities plays a role in keeping investor information safe. In July 2014, the 
Division participated in the North American Securities Administrators Association's (“NASAA”) pilot 
cybersecurity project. The Division worked with NASAA to conduct a survey of over five hundred state-
licensed investment advisers in order to elicit information about their technology and data practices. 
The survey discovered that 3% of responding firms indicated they had experienced a cybersecurity 
incident and less than 1% indicated they had experienced theft, loss, unauthorized exposure, or 
unauthorized use of, or access to, confidential information. The survey also discovered that 40% of 
responding firms reported having policies and procedures or training in place related to cybersecurity 
and only 32% of reporting firms have policies, procedures, or training programs designed to detect 
unauthorized activity on their networks or devices.  

The Division tries to educate regulated firms and advisors on the risks of data breaches and how to 
protect against them. For instance, the Division included an article about cybersecurity risks, 
regulation, and resources in its quarterly bulletin in late 2015. And at its annual Securities Conference 
in 2017, the Division focused on technology-related issues including cybersecurity and risk 
management tools and fighting internet fraud. The Division also tries to inform regulated advisors and 
firms about recent threats like ransomware. See Ohio Division of Securities, Cybersecurity Investment 
Adviser Registrant Alert: Ransomware (2016).  

 

IV. EMERGING ISSUES AND OUTLOOK  

A. RECENT LEGISLATION  

Our research has uncovered no recently enacted legislation related to privacy and data security.  

B. PROPOSED LEGISLATION  

1. Ohio Citizen Participation Act  

S.B. 206, introduced Oct. 3, 2017, would enact the Ohio Citizen Participation Act to provide 
protections to persons who engage in certain specified protected communications and to protect the 
identity of persons who anonymously engage in online communications under certain circumstances.  

2. Data Security  

S.B. 220, introduced Oct. 17, 2017, would establish a legal safe harbor to be pled as an affirmative 
defense to a cause of action sounding in tort that alleges the failure to implement reasonable 
information security controls resulted in a data breach. The safe harbor would apply to all covered 
entities that implement a cybersecurity program that complies with the Framework for Improving 
Critical Infrastructure Cybersecurity developed by the National Institute of Standards and Technology, 
or other industry recognized data security framework. Ohio Attorney General Mike DeWine publicly 
endorsed this measure on Nov. 3, 2017.  

http://www.com.ohio.gov/secu/
http://src.bna.com/vvg
http://src.bna.com/vvh
http://www.com.state.oh.us/secu/Conference.aspx
http://src.bna.com/vvl
http://src.bna.com/vvl
https://www.legislature.ohio.gov/legislation/legislation-documents?id=GA132-SB-206
https://www.legislature.ohio.gov/legislation/legislation-status?id=GA132-SB-220
http://www.ohioattorneygeneral.gov/Media/News-Releases/November-2017/Data-Protection-Act-Will-Incentivize-Cybersecurity
http://www.ohioattorneygeneral.gov/Media/News-Releases/November-2017/Data-Protection-Act-Will-Incentivize-Cybersecurity
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C. OTHER ISSUES  

1. CyberOhio  

In September 2016, Ohio Attorney General DeWine launched a program called “CyberOhio,” a 
collection of cybersecurity initiatives aimed at helping Ohio businesses fight back against data security 
threats. The goal of CyberOhio is to help foster five initiatives:  

• creation of a Cybersecurity Advisory Board, composed of industry experts and business 
leaders, which will provide guidance for Attorney General's Office initiatives on cybersecurity;  

• exploring draft legislation to improve the legal cybersecurity environment in Ohio for 
businesses and consumers;  

• cybersecurity training opportunities, including a cybersecurity business summit to be held in 
the spring of 2017 and cybersecurity trainings for small businesses;  

• expanding the Ohio Attorney General's Identity Theft Unit to assist businesses with 
cybersecurity and data privacy; and  

• encourage more cybersecurity workforce personnel, including through the creation of 
collaborative internship opportunities between businesses and Ohio colleges and universities.  

 

http://www.ohioattorneygeneral.gov/Media/News-Releases/September-2016/Attorney-General-DeWine-Launches-CyberOhio-Initiat

