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Scottrade defeats federal appeal over data security promises

(August 30, 2017) - Scottrade Inc. has defeated a federal court appeal that sought to revive a proposed class
action alleging the brokerage firm failed to protect customers' personal information with "industry leading"
security standards and allowed hackers to illegally access its internal database.

Kuhns v. Scottrade Inc., Nos. 16-3426 and 16-3542, 2017 WL 3584046 (8th Cir. Aug. 21, 2017).

The proposed class members never plausibly described how Scottrade breached promises in its privacy
policy to use data security measures that comply with federal law, according to the 8th U.S. Circuit Court
of Appeals panel's opinion.

While the proposed class members established federal court standing by adequately alleging hackers stole
customers' personal information, they never explained what promises Scottrade broke or how, the panel
said.

The panel affirmed a St. Louis federal judge's dismissal of the case.

Data breach allegedly affects 4.6 million

St. Louis-based Scottrade offers brokerage, banking and retirement planning services to individuals and
businesses.

All customers provided Scottrade with personal identifying information such as their names, Social Security
numbers, work history and addresses, the 8th Circuit opinion said.

They also signed brokerage agreements that incorporated Scottrade's privacy policy, which stated the firm
safeguards customer information using security measures that comply with federal law, according to the
opinion.

In August 2015 the FBI alerted Scottrade that hackers had accessed the firm's systems between September
2013 and February 2014, stealing about 4.6 million customers' PII, the opinion said.

The hackers then used the stolen PII to manipulate stock prices and to operate illegal gambling websites
and a bitcoin exchange, according to the opinion.

No actual identity theft, fraud alleged

After the FBI alerted Scottrade, the firm started notifying customers about the breach, offering them credit
monitoring and identity theft insurance, according to the opinion.

Customers then filed several lawsuits, which were consolidated in the U.S. District Court for the Eastern
District of Missouri.
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Scottrade moved to dismiss for lack of standing, arguing the customers failed to allege any injuries-in-fact
on behalf of the class members.

U.S. Magistrate Judge Shirley Padmore Mensah agreed, dismissing the case.

She said the proposed class members never alleged any instances of actual identity theft, only an increased
risk, but this was too hypothetical, especially because it depended on the actions of third parties: the hackers
or criminals.

The judge also rejected the customers' argument that Scottrade breached its agreement to safeguard
customers' personal information.

One customer, Matthew Kuhns, decided to appeal, but the 8th Circuit affirmed Judge Mensah's decision.

While the panel said Kuhns did have Article III standing to pursue the suit in federal court, it said he failed
to allege how Scottrade broke its promises to safeguard class members' information.

Actual injuries vs. injuries for standing purposes

Craig Newman, chair of Patterson Belknap Webb & Tyler's privacy and data security practice, said the
ruling on standing was a Pyrrhic victory for the proposed class members as the panel still affirmed the
dismissal of the case for failure to adequately plead a breach-of-contract claim.

"At most, the case stands for the proposition that a plaintiff can establish standing at the pleading stage by
alleging that data security protections were paid for but not received — essentially that the customer didn't
get the benefit of the expected bargain," said Newman, who is not involved with the case.

Regarding the breach-of-contract claim, Barton LLP partner Kenneth Rashbaum said the court found the
proposed class members failed to allege any actual harm, such as identity theft or other activity using the
stolen information, to state a claim for relief.

Rashbaum, who focuses his practice on cybersecurity and privacy, is not involved with this case but has
been keeping an eye on data breach litigation.

"This decision exacerbates the confusion in application of terms like 'injury-in-fact,' 'concrete' and
'impending' to the confluence of digital information breaches and Article III standing," he added.

Brian P. Kavanaugh, a Kirkland & Ellis partner who handles complex litigation including data security
and privacy matters, agreed that the opinion further contributes to different approaches as to how federal
courts handle Article III standing in data breach cases.

However, Kavanaugh, who is not involved with the case, said there are a few takeaways from the opinion
for practitioners.

First, he noted the court rejected the implication that the mere fact of a breach establishes a defendant's
failure to employ adequate safeguards for purposes of pleading causation.
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Second, he said the court also rejected the idea that consumer transactions involving privacy commitments
or similar representations inherently give rise to a benefit-of-the-bargain injury whenever a breach occurs.

"While the 8th Circuit may have set an Article III standing bar on the lower end of the spectrum, it raised
the bar with respect to what is necessary to satisfy pleading standards found in Rules 8 and 12(b)(6) [of the
Federal Rules of Civil Procedure] in large-scale data breach class actions," he said.

What if it survived dismissal?

Frances Floriano Goins, a partner at Ulmer & Berne who has been watching the case, said the decision
may provide a blueprint for future plaintiffs to survive a dismissal motion if they allege similar breach-of-
contract claims about failures to follow specific data security standards.

"For instance, if Kuhns had alleged and could support a contractual duty on Scottrade's part to follow
specific [Securities and Exchange Commission] or [Federal Trade Commission] rules and guidance on
data security and had alleged Scottrade failed to comply with those standards, the complaint might have
survived," she said.

Patterson Belknap's Newman pointed out how surviving a dismissal motion is only the first hurdle.

"Whether an actual injury can be demonstrated in discovery and survive a summary judgment motion is a
different issue — and one that hasn't been well developed in data breach cases," he said.

By Melissa J. Sachs

Related Articles

Related Articles from WESTLAW Data Privacy Daily Briefing
Article: Scottrade wins dismissal of data breach suit 2016 DPDBRF 0043
Date: July 21, 2016
Hackers may have illegally accessed Scottrade Inc.'s customers' personal information, but the proposed
class members never alleged any actual harm or identity theft occurred in the two years since the breach
happened, a Missouri federal judge has ruled.
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